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FLOW Network Streaming

FLOW Ingest servers are collocated with FLOW Streaming service, which is responsible for providing
real-time streaming of video and audio to browser-based clients (e.g. FLOW Control or FLOW Live
Capture applications) over the WebRTC protocol. This process would normally use multiple UDP
ports from a wide range of ports (49152-65535), which makes it difficult to configure port
forwarding.

If the client's browser or FLOW Streaming service is located behind a NAT, then in certain situations
it can be impossible to establish the WebRTC connection. In these situations it is necessary to use
additional STUN (Session Traversal Utilities for NAT) or TURN (Traversal Using Relays around NAT)
servers. STUN and TURN servers can be referred to together as ICE servers.

What is a STUN Server?

The STUN protocol allows clients to discover their public IP address and the type of NAT they are
behind. This information is used to establish the media connection. In most cases, a STUN server is
only used during the connection setup and once that session has been established, media flows
directly between the peer and the Video Gateway (WebRTC).

What is a TURN Server?

Even when a STUN server is configured properly, there are very restrictive corporate networks (for

example: UDP traffic forbidden, only 443 TCP allowed.), which require clients to use a TURN server

to relay traffic if the direct (peer to Video Gateway) connection fails. In these cases, you can install a
TURN server (in another instance) to solve these issues. The following is a TURN server example:
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For further information, contact EditShare Customer Support.



Using an External STUN/TURN Service

FLOW can work with external STUN servers that are compliant with RFC5389 and TURN servers
compliant with RFC5766 that support username/password authentication. These servers can be
local network appliances or cloud-based managed public or private services.

Public STUN servers are readily available, and are recommended by EditShare.
A STUN address has the form stun://HOST: PORT. For example:

stun://stun.l.google.com:19302
stun://stunl.l.google.com:19302

TURN servers can be unencrypted (turn:// url) or encrypted (turns:// url)and have URLs in
the form:

turn://USER:PASSWORDRHOST:3478
turns://USER:PASSWORD@HOST:3478

NOTE: If you already have one of these URLs, refer to Updating a STUN/TURN server in FLOW
Control.

Configuring a TURN Service on a FLOW Ingest Server

As of FLOW 2022.2, EditShare FLOW is shipped with Coturn Service, which is a free, open-source
implementation of TURN server, which also implements the STUN protocol. The service can be
configured to work with EditShare FLOW. Please read the TURN Server License section before
continuing.

NOTE: There is no explicit role for the TURN service in EditShare Role Assistant and the service needs to be
configured manually which requires root privileges.

To configure the TURN service manually:
1. Confirm the service is installed and active:
systemctl status coturn

The output should include Active: active (exited), which means the serviceis
installed and active but not running by default.

2. Torun the service on every startup:

sudo sed -1i '/TURNSERVER_ENABLED/C\TURNSERVER_ENABLED=1'
/etc/default/coturn

3. Configure the service by editing the /etc/turnserver.conf file to enable TURN (this
requires adding static credentials). Append this minimal configuration at the end of the file,
as follows:

verbose



fingerprint

lt-cred-mech
user=TESTUSER: TESTPASSWORD
realm=test

syslog
proc-user=turnserver

proc-group=turnserver

NOTE: In the above configuration, replace TESTUSER and TESTPASSWORD with a different
username and secure password. Using default credentials is not secure.

This enables STUN and the TURN service on default port 3478 with basic user-password
authentication and logging to syslog for troubleshooting. For additional information, such as
encrypting the connection with a trusted certificate, refer to the online documentation of the
coturn linux service, man coturn or man turnserver.

Restart the service:

sudo systemctl restart coturn
Update FLOW to use the Coturn Service. In order to configure FLOW to use the Coturn
Service running on the FLOW server, refer to Updating a STUN/TURN Server in FLOW Control

and use the address:
turn://TESTUSER: TESTPASSWORD@HOST: 3478

Where HOST is the address of the FLOW server where the Coturn Service is running.

Location of TURN Service

The TURN Service is typically enabled on the FLOW Ingest server and then the FLOW Streaming
service on the Ingest Server is configured with the address of the TURN service on the Ingest server.

If you have more than one Ingest Server, you can either use separate TURN services on each Ingest
Server or you can configure all of the Streaming services to use the same TURN server.

Updating a STUN/TURN Server in FLOW Control

In order to configure FLOW to use a STUN or TURN server:

Call

Log into FLOW Control and navigate to the Systems tab.

Within the Status area, search for FLOW Streaming service.

Click to highlight the row.

On the right hand side in “STUN/TURN server” field input one of the following:



® stun://HOST:3478
e turn://USER:PASSWORDE@HOST:3478
e turns://USER:PASSWORDQ@HOST:3478

For example:

# FLOW Streaming is online and connected.

STUN/TURN server:

This instructs the flow-streaming service, as well as FLOW Control and FLOW Ingest clients to
use the STUN/TURN server to help with establishing the WebRTC connection for real-time
streaming of audio and video. The TURN address is preferred, as when possible it would
attempt to use the STUN protocol first and then fall back to TURN relay otherwise.

NOTE: When a secure (turns://) address is used the TURN server must be configured to use a valid
and trusted TLS certificate for web browsers to successfully connect with it. Self-signed certificates
may not work.

Also note that this HOST address and port 3478 (UDP and TCP) should be accessible for the FLOW
Streaming Service, as well as the FLOW Control and FLOW Ingest Web clients. Additional port 3478
forwarding may also be required.



TURN Server License

TURN Server - RFC5766 TURN Server implementation
Copyright (C) 2011, 2012, 2013 Citrix Systems
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors may be
used to endorse or promote products derived from this software without
specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS "~ "AS IS'' AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. 1IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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